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外部安全扫描委托合同 Commission Contract for External Security Scan
该表用于指导您填写atsec所需要的基本信息，以便于为您提供外部安全扫描服务（等同于PCI安全标准委员会定义的ASV扫描）。
This form guides you in gathering the basic information that atsec needs in order to provide you with service about external security scan (equivalent to the ASV scan defined by PCI Security Standards Council).
请填写该表格，并通过邮件或传真提交。如果您对分享机密信息有疑问，请联系我们，以便在提交信息前签署保密协议，并采取适当的交易安全措施。
Please complete this form and submit it via email or fax. If you have concerns about sharing proprietary information, please contact us to set up an NDA and appropriate transaction security before submitting the form to us.

基本信息 Basic Information
公司名称Company name:           
联系人Contact name:      
联系人职位Contact position:           
地址Address:           
城市City:           
省State:      
国家Country:      
邮编Zip/Postal code:      
邮箱Email:      
电话Phone:      
公司网站Company website:           
*注：为了为您编制ASV报告，以上请务必提供英文信息（并建议同时提供中文信息）
* Note: Please provide the information in English in order to generate the ASV report for you.
详细的网络信息Details Network Information
列举对互联网公开需要扫描的IP地址（包括DNS服务器、WEB服务器、应用服务器、防火墙、外部路由器以及邮件服务器）。
List the Internet-facing IP addresses which need to be scanned (this includes DNS servers, web servers, application servers, firewalls, external routers, and mail servers).
     
     
     
     
这些DNS服务器、WEB服务器、应用服务器、防火墙、外部路由器以及邮件服务器是否由第三方（服务供应商）提供给您的？
Are any DNS servers, web servers, application servers, firewalls, external routers, or mail servers provided for you by third-parties (service providers)?
 FORMCHECKBOX 
?/span>FORMCHECKBOX 是Yes

 FORMCHECKBOX 
?/span>FORMCHECKBOX 否No
请填写每个季度的预期扫描日期和时间（为了实现PCI DSS合规，要求完成通过的季度性扫描）
Please fill in the proposed scaning date and time for each quarter (Passing quarterly scans is requested for PCI DSS compliance)
第一季度Quarter 1:      月Month     日Day     时Hour     分Minute
第二季度Quarter 2:      月Month     日Day     时Hour     分Minute
第三季度Quarter 3:      月Month     日Day     时Hour     分Minute
第四季度Quarter 4:      月Month     日Day     时Hour     分Minute
是否使用了基于域名的虚拟主机？
Use domain-based virtual hosting?
 FORMCHECKBOX 
?/span>FORMCHECKBOX 是Yes

 FORMCHECKBOX 
?/span>FORMCHECKBOX 否No

如是，列举需扫描的域名。

If so, list the domains need to be scanned.
          
需扫描的系统是否处于入侵检测/入侵保护系统的保护之中？
Are any intrusion detection/prevention systems in front of the systems to be scanned?
 FORMCHECKBOX 
?/span>FORMCHECKBOX 是Yes

 FORMCHECKBOX 
?/span>FORMCHECKBOX 否No

是否有无线网络连接到持卡人数据环境？
Are any WLANs connected to the cardholder data environment?
 FORMCHECKBOX 
?/span>FORMCHECKBOX 是Yes

 FORMCHECKBOX 
?/span>FORMCHECKBOX 否No

工作说明和商业条款 Work Statement and commercial conditions
安全扫描团队基于扫描结果生成信息性的报告，报告包括：
The security scanning team produces informative reports based on the results of the scan. The reports are:
· 详细的扫描发现结果和建议
Detailing findings and recommendations.
· 包括符合性声明以及ASV信息的执行摘要（可选）
Executive summary with compliance statement and ASV information (Optional).
详细的安全扫描报告介绍了脆弱性或风险，以及相关问题的诊断类型，并提供了如何修复或修补漏洞的指导。
The detailed security scan report describes the type of vulnerability or risks and a diagnosis of the associated issues; and provides guidance on how to fix or patch the isolated vulnerabilities.
本工作包括每年至多12次的安全扫描服务。（按照PCI标准要求，每个季度需要一次通过的扫描。因此如果在一个季度中已经得到通过的结果，atsec将不再执行重复的扫描，除非客户额外要求。）
This work includes up to twelve(12) scans each year. (According to PCI standard, one passing scan is needed for each quarter. So unless customer request, atsec will not perform repeat scan if it already get pass result within one quarter.)
	外部安全扫描服务

External Security Scanning Service
	5000元人民币 每个IP/每年 Each IP/Each Year

	扫描的IP地址个数

Number of IP address(es) to be scanned
	     

	服务期限

Service Period
	     年year(s) (Number of years)

	总价 
Total price
	 元 人民币Chinese Yuan


付款计划Payment Plan
签署合同后10天之内支付100%项目款
Pay 100% within 10 days after the contract is signed.
委托协议的接受 Acceptance of the contract 
公司名称Company Name：

签    字 Signature：

公司盖章Company Seal：
日    期 Date：

请完成并签署本协议，并通过如下方式提交：
Please complete and sign this agreement, and submit it by the following method:
发送扫描件到邮箱Submit the scanned copy to email: info_cn@atsec.com
或传真 or Fax： +86 10 53056681
条款和条件 Terms and Conditions 
下列条款和条件适用于atsec信息安全（“atsec”）和委托客户（以下简称“客户”）的评估服务协议。术语“PCI SSC”是指PCI安全标准委员会有限责任公司。术语“评估程序”是指根据评估服务协议中选择的支付卡品牌（美国运通，Discover，VISA，万事达和JCB）所定义的符合性程序。
The following Terms and Conditions apply to the Assessment Service Agreement between atsec information security (“atsec”) and the Entrusting customer (“the Customer”) as identified in the Assessment Service Agreement. The term PCI SSC means the PCI Security Standards Council, LLC. The term assessment program means the compliance program(s) defined by the payment card brands (American Express, Discover, Visa, Mastercard and JCB) as selected in the Assessment Service Agreement.
服务 Services：
atsec承诺提供，客户承诺接受根据所填写的信息而进行外部安全扫描服务。额外的工作内容将根据需要进行增补。所有的工作内容应被客户签署并遵从本合同。
atsec agrees to provide, and Customer agrees to accept the external security Scan serve according to the filled information. Additional Work Statements shall be added as needed. All Work Statements shall be signed by the customer and subject to this Agreement.
执行服务的方式 Method of Performing Services：
atsec负责决定为客户执行服务内容的方法、细节和方式。
atsec shall have the right to determine the method, details, and means of performing the work to be performed for Customer.
工作地点 Place of Work：
atsec将远程执行外部安全扫描工作。
atsec will work remote execution of external security scan.

客户方代表 Customer Representative：
客户方代表将负责提供项目的完整信息和反馈意见，并确保根据atsec发票和项目费用报告及时付款。客户方代表将代表客户的意见，并被atsec理解为项目需要的最终权威决定。
The Customer Representative will be responsible for providing full information and feedback for the Project and for ensuring that atsec invoices and expense reports are timely paid. The Customer Representative will serve as the voice for the Customer and will be considered by atsec to have final, authoritative decision making ability as needed for the Project.
期限 Term：
本合同将从签署生效日期开始，持续时间为上述商务条款明确的服务期限，并包括客户方从atsec寻求或获取服务的任何后续期限。服务期限的延续需要经过客户的书面声明。

The term of this Agreement shall commence on the Effective Date and shall continue for the period set forth in the section of commercial conditions, and thereafter for as long as Customer seeks or obtains services from atsec. Term extensions shall be made with customer’s written notice.
终止 Termination：
如果合同一方违背本合同相关条款，且违背方不能在收到未违背方书面违约通知后30天内解决该违约事宜，本合同可以被单方面终止；倘若由于客户支付费用失败导致，应付款应在客户收到该失败通知起15天内付清。如果无违约行为发生，客户可以在全部尾款和合同期限内未付费用支付之后，终止本合同。
This Agreement may be terminated by either party upon written notice if the other party breaches any obligation provided hereunder and the breaching party fails to cure such breach within a thirty (30) day period after receipt of written notice of breach from the non-breaching party; provided that the cure period for any failure of Customer to pay fees and charges due hereunder shall be fifteen (15) days from the date of receipt by Customer of notice of such failure.  If no breach has occurred, Customer may terminate the contract upon full payment of the unpaid fee balance plus the retainer amount through the end of the contract term.
费用 Fees：
该固定价格的合同应该根据工作内容说明中规定的付款计划开具发票，客户应在签署合同后10天内付款。
The fixed-priced agreement shall be invoiced based on the payment plan in the Work Statement, and shall be paid by Customer within ten (10) days after the agreement is signed.
第三方信息 Third Party Information：
合同双方可能获得第三方的机密或者产权信息（以下简称“第三方信息”），该信息需要保持其机密性并在受限的目的下使用。在本合同期限以及后续一年以内，双方将保持客户或者atsec指定为第三方信息的机密性和不被泄露（需要得到该信息进行相关工作的客户员工，或者需要得到该信息进行相关工作的atsec员工、附属人或组织除外）或非法使用，除非为了执行相关工作，第三方信息根据具体情况由客户或者atsec书面授权或者公开。
The parties may from time to time receive from third parties confidential or proprietary information (“Third Party Information”) subject to a duty to maintain the confidentiality of such information and to use it for only certain limited purposes.  During the period of this Agreement and for one year thereafter, the parties will hold Third Party Information, which shall be identified as such by the Customer or atsec, in confidence and will not disclose (other than to the Customer’s personnel who need to know it in connection with their work for the Customer, to the PCI SSC, or to the employees, associates or affiliates of atsec who need to know it in connection with their work for Customer) or use, except in connection with the work performed hereunder, Third Party Information unless expressly authorized by the Customer or atsec, as the case may be, in writing or available to the public.
非排他性 Nonexclusivity：
客户明确的同意atsec不被禁止提供服务给客户以外的其他个人、机构、公司、或任何实体，该服务可能与本工作任务同样或相近，或是任何其他性质的服务，无论该个人、机构、公司、或实体的商业性质。客户理解工作任务说明中包括的一些工作产品是由atsec开发的数据、信息、结论和其他内容，可能被应用到atsec为其他客户提供的相关咨询服务。
Customer expressly agrees that atsec will not be prevented or barred from rendering services of the same nature as or a similar nature to those described in the Work Statement(s), or of any nature whatsoever, for or on behalf of any person, firm, corporation, or entity other than Customer, regardless of the nature of the business of that person, firm, corporation, or entity.  Customer understands that some data, information, conclusions, and other content contained in the Work Product and developed by atsec may be utilized by atsec in connection with providing consulting service to other atsec customers.
保证和责任范围 WARRANTY, LIMITATION OF LIABILITY：
atsec将对客户间接的、特殊的、偶然发生的、惩罚性的以及作为后果导致的损失不承担任何责任，包括但不限于收入或预期利润的损失、资金损失、商业声誉或机会的损失、恢复的成本、调整或重建任何程序、数据或网络安全漏洞，即使atsec已经对此损失的可能性提出劝告意见。
atsec shall not be liable to customer for any indirect, special, incidental, exemplary or consequential damages, including, but not limited to, lost profits or revenues, cost of capital, loss of business reputation or opportunity, or costs of recovering, reprogramming or reproducing any program or data or network security breach, even if atsec has been advised of the possibility of such damages.
atsec完全不承担任何由于报告使用不当而造成客户的任何损失和遭受的危害。
The Company will completely indemnify atsec against any loss suffered by and/or any claims against atsec arising from misuse of the Report of Compliance by the Company.

No Conflict.不冲突：  
第三方针对atsec为客户提供咨询服务的任何形式的限制和约束，atsec表示不承担任何责任。atsec承诺不泄露和使用任何第三方工作内容、任何商业机密、或者其他产权信息给客户，除非atsec获得许可且不给atsec或者客户带来任何工作或未来应用的第三方连带责任（过去或未来）。
atsec represents and warrants that it has no obligations to any third party that will in any way limit or restrict its ability to perform consulting services to Customer hereunder.  atsec agrees that it will not disclose to Customer, nor make use in the performance of any work hereunder, any trade secrets, or other proprietary information of any third party, unless atsec may do so without atsec or Customer incurring any obligation (past or future) to such third party for such work or any future application thereof.
附录A：扫描的准备Appendix A: Preparation for scanning
扫描器的源IP Source IP of scanners 

安全扫描将采用扫描群集服务器执行远程方式的弱点扫描，扫描器IP地址如下：
The security scanning activity is carried out remotely from the scanning cluster machines:

· 64.39.96.0/20 (64.39.96.1-64.39.111.254)
客户需要确保扫描服务器到被扫描目标IP地址的可访问性，比如必要时调整防火墙配置，或者添加扫描源IP地址到任何类别的拒绝服务攻击保护机制的白名单中，等等。
The Customer is responsible for ensuring the accessibility of the scanning servers to the target IP addresses, for instance adjust the firewall configuration, or add the scanning source IP address into the white list of any kinds of DOS (Denial of Service) protection mechanisms, etc. 
参见下面附录B中所描述的目前atsec所采用的扫描器的说明。
See Appendix B for more detailed description on the scanner tools used by atsec at this moment.

报告传输的加密机制 Encryption for report submission
atsec采用PDF格式下载或者邮件的方式为客户提交安全扫描报告。报告必须经过密码算法的加密和签名，从而确保安全传输和报告任何拷贝的完整性。
atsec delivers the security scan reports to the Customer either by download or e-mail in PDF format. Reports must be cryptographically encrypted and signed in order to ensure secure delivery and the integrity of any copies of the report. 
atsec建议采用GnuPG或者PGP方式加密传输上述机密报告。如果可以，请随本协议提供您的公钥。
atsec suggest to use GnuPG or PGP for report encryption. If possible, please provide your public key together with this agreement. 
附录B：扫描器的相关说明 Appendix B: The related description for scanner
atsec目前所采用的扫描方法主要专注于黑客在尝试执行攻击时可能采用的不同步骤。它尝试使用黑客所采用的相同的发现和信息收集技术。
The scanning methodology used by atsec at this moment mainly focuses on the different steps that an attacker might follow in order to perform an attack. It tries to use exactly the same discovery and information gathering techniques that will be used by an attacker. 
扫描引擎由处理不同扫描任务的模块组成，且通过智能的方式串联从而避免执行无意义的脆弱性检查。它仅仅根据被发现和正确识别的服务执行脆弱性检测。
The scanning engine is composed of different modules that handle specific scanning tasks and are chained in an intelligent way in order to avoid performing any meaningless vulnerability checks. It only performs vulnerability detection based on services that were discovered and properly identified. 
扫描引擎采用非常有效的方式执行扫描，从而优化速度和性能。下面是针对扫描主要步骤的简要描述：
The scanning engine performs scans in a very dynamic manner to optimize speed and performance. The following is a simplified description of the main steps of a scan:
1、检查是否远程主机是可激活的 – 第一步是检查是否被扫描的主机是启动和运行的，从而避免浪费时间对不激活的或者不可到达的主机执行扫描。该检查通过发送ICMP Echo Request （Ping）包来完成，也包括熟知的TCP和UDP端口的探测：
1. Checking if the remote host is alive - The first step is to check if the host to be scanned is up and running in order to avoid wasting time on scanning a dead or unreachable host. This detection is done by sending ICMP Echo Request (ping) packets, as well as probing well-known TCP and UDP ports: 
TCP probes: 21 (FTP) 22 (SSH) 23 (TELNET) 25 (SMTP) 53 (DNS) 80 (HTTP) 88 (Kerberos) 110 (POP3) 111 (RPC) 135 (MSRPC) 139 (SMB) 443 (HTTPS) 445 (MS-DS) 
这些TCP探测是Synchronization (SYN)报文。当TCP SYN报文发送给目标主机的一个开放端口，该目标主机发送TCP SYNACK报文作为响应。扫描器对其进行TCP RST（Reset）响应。当TCP SYN报文发送到目标主机关闭的端口上，目标主机发送TCP RST报文作为响应。
These TCP probes are Synchronization (SYN) packets. When a TCP SYN packet is sent to an open port on the target host, the target host sends a TCP SYNACK packet in response. The scanner responds to it with a TCP RST (Reset) packet. When a TCP SYN packet is sent to a closed port on the target host, the target host sends a TCP RST packet in response. 

这被视为典型地TCP Half-Open端口扫描因为到这些端口的TCP连接并没有被完全建立。完全的建立开放端口的TCP连接需要TCP的三次握手（SYN、SYNACK、ACK）。Half-open端口的扫描的该过程并没有完成，因为ACK报文没有被扫描器发送。
This is typically referred to as TCP Half-Open Port Scanning because TCP connections to these ports are not fully established. To fully establish a TCP connection to an open port requires a TCP Three-Way Handshake (SYN, SYNACK, ACK). This process is not completed by a half-open port scan because the ACK packet is not sent by the scanner. 
UDP probes: 53 (DNS) 111 (RPC) 135 (MSRPC) 137 (NETBIOS-NS) 161 (SNMP) 500 (ISAKMP) 

这些UDP探测针对不同的端口是不同的，但是他们都根据RFC标准针对使用这些端口的默认协议作出了很好的格式和结构的规定。
These UDP probes are different for different ports, but they are all well-formed and constructed according to RFC standards for the default protocols using these ports. 
如果扫描器收到至少一个来自远程主机的回复，它将继续执行扫描。
If the scanner receives at least one reply from the remote host, it continues the scan. 
2、防火墙探测 – 第二个测试是检查是否主机在任何防火墙/过滤设备之后。该测试使得扫描器能收集更多的关于网络结构的信息，并在TCP和UDP端口扫描时给出帮助。如果检测到有防火墙存在，扫描器也将通过发送特定的伪造报文，比如向一些被防火墙过滤的端口发送片断的或者欺骗的报文，以检查防火墙的过滤规则能否被绕过，从而检查是否防火墙被正确配置。
2. Firewall detection - The second test is to check if the host is behind any firewalling/filtering device. This test enables the scanner to gather more information about the network infrastructure and will help during the scan of TCP and UDP ports. If a firewall is detected, the scanner also tries to check if the firewall is properly configured by sending specifically forged packets such as fragmented or spoofed packets to some firewalled ports to check if they can go through the firewall despite its filtering rules. 
3、TCP/UDP端口扫描 – 第三步是探测所有打开的TCP和UDP端口确定从而在该主机上运行的服务。TCP端口扫描基于隐藏式的扫描（比如发送TCP SYN报文），并可以配置使用或多或少的带宽，从而避免占用更多的网络资源。
3. TCP / UDP Port scanning - The third step is to detect all open TCP and UDP ports to determine which services are running on this host. TCP port scanning is based on a stealth scan (i.e sending TCP SYN packets) and can be configured in order to use more or less bandwidth in order to avoid consuming too many network resources. 
4、操作系统检测 – 一旦TCP端口扫描被执行，扫描器尝试识别运行在主机上的操作系统。该检测基于向打开或者关闭的端口发送特定的TCP报文实现的。通过检查主机回应的格式，扫描器可能识别用于发送这些回复的TCP/IP堆栈，从而识别操作系统。
4. OS Detection - Once the TCP port scanning has been performed, the scanner tries to identify the operating system running on the host. This detection is based on sending specific TCP packets to open and closed ports. By checking the format of the host replies the scanner may identify the TCP/IP stack used for sending these replies, and thus the operating system. 

5、TCP/UDP服务发现 – 一旦TCP/UDP端口被发现打开，扫描器通过使用主动发现测试，尝试识别每个端口上运行了哪些服务。
5. TCP / UDP Service Discovery - Once TCP/UDP ports have been found open, the scanner tries to identify which service runs on each open port by using active discovery tests. 
6、基于发现服务的脆弱性评估 – 一旦扫描器识别了运行在每个打开TCP和UDP端口的特定服务，它将执行实际的脆弱性评估。扫描器首先尝试检查服务的版本，以便检测仅仅适用于该特定服务版本的脆弱性。比如，当一个HTTP服务被检测到，扫描器首先决定是否它是Apache、IIS、Domino或者任何其它的HTTP服务，然后确定服务的版本，随后仅仅测试在该服务和版本上已知的脆弱性。每个脆弱性检测是非攻击性的，这意味着扫描器绝对不会尝试利用任何对主机造成负面影响的漏洞发起攻击测试。
6. Vulnerability assessment based on the services detected - Once the scanner has identified the specific services running on each open TCP and UDP port, it performs the actual vulnerability assessment. The scanner first tries to check the version of the service in order to detect only vulnerabilities applicable to this specific service version. For example, when an HTTP service has been detected, the scanner first determines whether it is an Apache, IIS, Domino or any other HTTP service, then the version of the service, and then tests only the vulnerabilities known for this service and version. Every vulnerability detection is non-intrusive, meaning that the scanner never exploits a vulnerability if it could negatively affect the host in any way.
附录C：缩写和术语 Appendix C: Acronyms and Glossary
	术语Term
	定义Definition
	评注Notes

	ASV
	认可的授权扫描服务商
Approved Scanning Vendor
	Company approved by the PCI SSC to conduct external vulnerability scanning services

	PA-DSS
	支付应用数据安全标准
Payment Application Data Security Standard
	

	PAN
	主账号
Primary Account Number
	also referred to as “account number.” Unique payment card number (typically for credit or debit cards) that identifies the issuer and the particular cardholder account.

	PA-QSA
	支付应用合格的安全评估机构
Payment Application Qualified Security Assessor
	

	PCI
	支付卡产业
Payment Card Industry
	

	渗透测试
Penetration Test
	
	an attempt to exploit vulnerabilities to determine whether unauthorized access or other malicious activity is possible. Penetration testing includes network and application testing as well as controls and processes around the networks and applications, and occurs from both outside the network trying to come in (external testing) and from inside the network.

	QSA
	合格的安全评估机构
Qualified Security Assessor
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